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QUESTION 1
An engineer must provide a graphical trending report of the total number of wireless clients on the network. Winch report provides the required data?

A.    Client Summary
B.    Posture Status Count
C.    Client Traffic Stream Metrics
D.    Mobility Client Summary

Answer: D

QUESTION 2
When a wireless client uses WPA2 AES, which keys are created at the end of the four way handshake process between the client and the access point?

A.    AES key, TKIP key, WEP key
B.    AES key, WPA2 key, PMK
C.    KCK, KEK, TK
D.    KCK, KEK, MIC key

Answer: A

QUESTION 3
Scenario
 
TOPOLOGY
 
MONITOR
 
WLAMS
 
CONTROLLER
 
WIRELESS
 
SECURITY
 
Which configuration changes need to be made to allow WPA2 + PSK to operate property on the East-WLC-2504A controller? (Choose four.)

A.    Disable Dynamic AP Management.
B.    Click on the Status Enabled radio button.
C.    Change the Layer 3 Security to Web Policy.
D.    Change the WPA + WPA2 Parameters to WPA2 Policy-AES.
E.    Change the PSK Format to HEX.
F.    Change the WLAN ID.
G.    Change the VLAN Identifier.
H.    Change the IP Address of the Virtual interface.
I.    Change the SSID name of the WLAN.
J.    Click on the PSK radio button and add the password in the text box.

Answer: BFIJ

QUESTION 4
Which CLI command do you use on Cisco IOS XE Software to put the AP named Floor1_AP1 back in the default AP group?

A.    ap Floor1_AP1 ap-groupname default-group
B.    ap name Floor1_AP1 apgroup default-group
C.    ap name Floor1_AP1 ap-groupname default-group
D.    ap name Floor1_AP1 ap-groupname default

Answer: C

QUESTION 5
Refer to the exhibit. A WLAN with the SSID “Enterprise” is configured. 
Which rogue is marked as malicious?
 

A.    a rogue with two clients, broadcasting the SSID “Employee” heard at -50 dBm
B.    a rogue with no clients, broadcasting the SSID “Enterprise” heard at -50 dBm
C.    a rouge with two clients, broadcasting the SSID “Enterprise” heard at -80 dBm
D.    a rogue with two clients, broadcasting the SSID “Enterprise” heard at -50 dBm

Answer: C

QUESTION 6
Which three options are valid client profile probes m Cisco ISE? (Choose three.)

A.    DHCP
B.    802.1X
C.    CCX
D.    NetFlow
E.    TACACS
F.    HTTP

Answer: ADF

QUESTION 7
An engineer is changing the authentication method of a wireless network from EAP-FAST to EAP-TLS. Which two changes are necessary? (Choose two.)

A.    Cisco Secure ACS is required.
B.    A Cisco NAC server is required.
C.    All authentication clients require their own certificates.
D.    The authentication server now requires a certificate.
E.    The users require the Cisco AnyConnect client.

Answer: CD

QUESTION 8
What is the maximum number of clients that a small branch deployment using a four- member Cisco Catalyst 3850 stack (acting as MC/MA) can support?

A.    10000
B.    1000
C.    500
D.    2000
E.    5000

Answer: E

QUESTION 9
Refer to the exhibit. A customer is having problems with clients associating to me wireless network. Based on the configuration, which option describes the most likely cause of the issue?
 

A.    Both AES and TKIP must be enabled
B.    SA Query Timeout is set too low
C.    Comeback timer is set too low
D.    PME is set to “required”
E.    MAC Filtering must be enabled

Answer: E

QUESTION 10
Which of the following user roles can access CMX Visitor Connect?

A.    Administrator
B.    Power User
C.    Guest User
D.    Super Administrator

Answer: A
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