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QUESTION 11
A Customer is concerned about denial of service attacks that impair the stable operation of the corporate wireless network. The customer wants to purchase mobile devices that will operate on the corporate wireless network. Which IEEE standard should the mobile devices support to address the customer concerns?

A.    802.11w
B.    802.11k
C.    802.11r
D.    802.11h

Answer: A

QUESTION 12
Scenario
 
TOPOLOGY
 
 Answer: 
Please refer the link below in Explanation to configure this simulation.
http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116880-config-wpa2-psk-00.html

QUESTION 13
Which EAP type requires the use of device certificates?

A.    EAP-TLS
B.    EAP-FAST
C.    EAP-SSL
D.    PEAP
E.    LEAP

Answer: A

QUESTION 14
An engineer configures the wireless LAN controller to perform 802.1x user authentication. Which option must be enabled to ensure that client devices can connect to the wireless, even when WLC cannot communicate with the RADIUS?

A.    local EAP
B.    authentication caching
C.    pre-authentication
D.    Cisco Centralized Key Management

Answer: A

QUESTION 15
During the EAP process and specifically related to the logon session, which encrypted key is sent from the RADIUS server to the access point?

A.    WPA key
B.    encryption key
C.    session key
D.    shared secret key

Answer: C

QUESTION 16
Which security method does a Cisco guest wireless deployment that relies on Cisco ISE guest portal for user authentication use?

A.    Layer 2 and Layer 3
B.    Layer 2 only
C.    No security methods are needed to deploy CWA
D.    Layer 3 only

Answer: B

QUESTION 17
Which command is an SNMPv3-specific command that an engineer can use only in Cisco IOS XE?

A.    snmp-server user remoteuser1 group1 remote 10.12.0.4
B.    snmp-server host 172.16.1.33 public
C.    snmp-server community comaccess ro 4
D.    snmp-server enable traps wireless

Answer: A

QUESTION 18
A customer wants to allow employees to easily onboard their devices to the wireless network. Which process can be configured on Cisco ISE to support this requirement?

A.    self registration guest portal
B.    client provisioning
C.    native supplicant provisioning
D.    local web auth

Answer: B

QUESTION 19
Which two events are possible outcomes of a successful RF jamming attack? (Choose two.)

A.    unauthentication association
B.    deauthentication multicast
C.    deauthentication broadcast
D.    disruption of WLAN services
E.    physical damage to AP hardware

Answer: DE

QUESTION 20
Which customizable security report on Cisco Prime Infrastructure would show rogue APs detected since a point in time?

A.    New Rogue APs
B.    Rogue AP Events
C.    Rogue APs
D.    Rogue AP Count Summary

Answer: C
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