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QUESTION 16
In computer security, which information is the term PHI used to describe?

A.    private host information
B.    protected health information
C.    personal health information
D.    protected host information

Answer: B

QUESTION 17
Which security monitoring data type requires the most storage space?

A.    full packet capture
B.    transaction data
C.    statistical data
D.    session data

Answer: A

QUESTION 18
Which type of exploit normally requires the culprit to have prior access to the target system?

A.    local exploit
B.    denial of service
C.    system vulnerability
D.    remote exploit

Answer: A

QUESTION 19
Which identifier is used to describe the application or process that submitted a log message?

A.    action
B.    selector
C.    priority
D.    facility

Answer: D

QUESTION 20
Which concern is important when monitoring NTP servers for abnormal levels of traffic?

A.    Being the cause of a distributed reflection denial of service attack.
B.    Users changing the time settings on their systems.
C.    A critical server may not have the correct time synchronized.
D.    Watching for rogue devices that have been added to the network.

Answer: A

QUESTION 21
Which protocol is primarily supported by the third layer of the Open Systems Interconnection reference model?

A.    HTTP/TLS
B.    IPv4/IPv6
C.    TCP/UDP
D.    ATM/ MPLS

Answer: B

QUESTION 22
A firewall requires deep packet inspection to evaluate which layer?

A.    application
B.    Internet
C.    link
D.    transport

Answer: A

QUESTION 23
Which two protocols are used for email (Choose two )

A.    NTP
B.    DNS
C.    HTTP
D.    IMAP
E.    SMTP

Answer: DE

QUESTION 24
Which two options are recognized forms of phishing? (Choose two )

A.    spear
B.    whaling
C.    mailbomb
D.    hooking
E.    mailnet

Answer: AB

QUESTION 25
While viewing packet capture data, you notice that one IP is sending and receiving traffic for multiple devices by modifying the IP header, Which option is making this behavior possible?

A.    TOR
B.    NAT
C.    encapsulation
D.    tunneling

Answer: B

QUESTION 26
Which definition of an antivirus program is true?

A.    program used to detect and remove unwanted malicious software from the system
B.    program that provides real time analysis of security alerts generated by network hardware and application
C.    program that scans a running application for vulnerabilities
D.    rules that allow network traffic to go in and out

Answer: A
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