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QUESTION 187
Which feature of the Cisco Hybrid Email Security services enables you to create multiple email senders on a single Cisco ESA?



A.    Virtual Gateway
B.    Sender Groups
C.    Mail Flow Policy Connector
D.    Virtual Routing and Forwarding
E.    Email Marketing Connector



Answer: A



QUESTION 188
Which option is a benefit of Cisco Email Security virtual appliance over the Cisco ESA appliance?



A.    reduced space and power requirements
B.    outbound message protection
C.    automated administration
D.    global threat intelligence updates from Talos



Answer: A



QUESTION 189
Which option is a benefit of Cisco hybrid email security?



A.    on-premises control of outbound data
B.    advanced malware protection
C.    email encryption
D.    message tracking



Answer: A



QUESTION 190
Which technology is used to improve business-critical application performance?



A.    Application Visibility and Control
B.    Intrusion Prevention Services
C.    Advanced Malware Protection
D.    TrustSec



Answer: A



QUESTION 191
Which option is a benefit of deploying Cisco Application Visibility and Control?



A.    It ensures bandwidth availability and performance of mission-critical applications in a data- and media-rich environment.
B.    It performs deep packet inspection of mission-critical applications in a data- and media-rich environment.
C.    It encrypts mission-critical applications in a data- and media-rich environment.
D.    It securely tunnels mission-critical applications in a data- and media-rich environment.



Answer: A



QUESTION 192
Which solution must a customer deploy to prioritize traffic to a cloud-based contact management application while still allowing employees access to the Internet for business and personal use?



A.    Cisco Application Visibility and Control
B.    Cisco Intrusion Prevention Services
C.    Cisco NetFlow
D.    policy-based routing



Answer: A



QUESTION 193
Which three categories of the seven major risk management categories are covered in the Cyber Risk Reports? (Choose three.)



A.    vulnerability
B.    risk rating
C.    legal
D.    confidence level
E.    geopolitical
F.    global reputation



Answer: ACE



QUESTION 194
Which option describes a customer benefit of the Cisco Security IntelliShield Alert Manager?



A.    It provides access to threat and vulnerability information for Cisco related products only.
B.    It consolidates vulnerability information from an internal Cisco source, which allows security personnel to focus on remediation and proactive protection versus research.
C.    It provides effective and timely security intelligence via early warnings about new threats and technology vulnerabilities.
D.    It enhances the efficiency of security staff with accurate, noncustomizable threat intelligence, critical remediation information, and easy-to-use workflow tools.



Answer: C



QUESTION 195
Which two options are known limitations in deploying an IPS sensor in promiscuous mode versus inline mode? (Choose two).



A.    It is less effective in stopping email viruses and automated attackers such as worms.
B.    It requires less of an operational response because the attacks are blocked automatically without operational team support.
C.    Sensors in this deployment cannot stop the trigger packet and are not guaranteed to stop a connection.
D.    A sensor failure affects network functionality.
E.    It does not see the same traffic.



Answer: AC



QUESTION 196
Which option describes how the native VLAN is set up on an IPS sensor when VLAN groups are used in an inline deployment of the sensor?



A.    The sensor looks at the native VLAN setup on the switch to determine the correct native VLAN to use.
B.    The sensor does not care about VLANs.
C.    A default VLAN variable must be associated with each physical interface on the sensor.
D.    There is no way to set this, so you need to tag all traffic.
E.    ISL links are only supported.



Answer: C



QUESTION 197
Using the Cisco WSA GUI, where should an operator navigate to determine the running software image on the Cisco WSA?



A.    Systems Administration > System Upgrade
B.    Systems Administration > Feature Keys
C.    Systems Administration > General
D.    Admin > System Info



Answer: A
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