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QUESTION 179
You have a resource group named RG1. RG1 contains an Azure Storage account named storageaccount1 and a virtual machine named VM1 that runs Windows Server 2016. Storageaccount1 contains the disk files for VM1. You apply a ReadOnly lock to RG1.
What can you do from the Azure portal?

A.    Generate an automation script for RG1.
B.    View the keys of storageaccount1.
C.    Upload a blob to storageaccount1.
D.    Start VM1.

Answer: A
Explanation:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources
Applying ReadOnly can lead to unexpected results because some operations that don’t seem to modify the resource actually require actions that are blocked by the lock. The ReadOnly lock can be applied to the resource or to the resource group containing the resource. Some common examples of the operations that are blocked by a ReadOnly lock are:
A ReadOnly lock on a storage account prevents all users from listing the keys. The list keys operation is handled through a POST request because the returned keys are available for write operations.



QUESTION 180
You configure Azure AD Connect for Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO) for an on-premises network. Users report that when they attempt to access myapps.microsoft.com, they are prompted multiple times to sign in and are forced to use an account name that ends with onmicrosoft.com.
You discover that there is a UPN mismatch between Azure AD and the on-premises Active Directory. You need to ensure that the users can use single-sign on (SSO) to access Azure resources.
What should you do first?

A.    From the on-premises network, deploy Active Directory Federation Services (AD FS).
B.    From Azure AD, add and verify a custom domain name.
C.    From the on-premises network, request a new certificate that contains the Active Directory 
domain name.
D.    From the server that runs Azure AD Connect, modify the filtering options.

Answer: B
Explanation:
Azure AD Connect lists the UPN suffixes that are defined for the domains and tries to match them with a
custom domain in Azure AD. Then it helps you with the appropriate action that needs to be taken. The Azure AD sign-in page lists the UPN suffixes that are defined for on-premises Active Directory and displays the corresponding status against each suffix. The status values can be one of the following:
State: Verified Azure AD Connect found a matching verified domain in Azure AD. All users for this domain can sign in by using their on-premises credentials. State: Not verified Azure AD Connect found a matching custom domain in Azure AD, but it isn’t verified. The UPN suffix of the users of this domain will be changed to the default .onmicrosoft.com suffix after synchronization if the domain isn’t verified. Action Required: Verify the custom domain in Azure AD. 
References: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-user- signin

QUESTION 181
You have two Azure Active Directory (Azure AD) tenants named contoso.com and fabrikam.com. You have a Microsoft account that you use to sign in to both tenants. 
You need to configure the default sign-in tenant for the Azure portal.
What should you do?

A.    From the Azure portal, configure the portal settings.
B.    From the Azure portal, change the directory.
C.    From Azure Cloud Shell, run Set-AzureRmContext.
D.    From Azure Cloud Shell, run Set-AzureRmSubscription.

Answer: B
Explanation:
Change the subscription directory in the Azure portal. The classic portal feature Edit Directory, that allows you to associate an existing subscription to your Azure Active Directory (AAD), is now available in Azure portal. It used to be available only to Service Admins with Microsoft accounts, but now it’s available to users with AAD accounts as well.
To get started:
Go to Subscriptions.
Select a subscription.
Select Change directory.
Incorrect Answers:
C: The Set-AzureRmContext cmdlet sets authentication information for cmdlets that you run in the current session. The context includes tenant, subscription, and environment information. References: https://azure.microsoft.com/en-us/updates/edit-directory-now-in-new-portal/

QUESTION 182
You sign up for Azure Active Directory (Azure AD) Premium. 
You need to add a user named [email protected] as an administrator on all the computers that will be joined to the Azure AD domain.
What should you configure in Azure AD?

A.    Device settings from the Devices blade.
B.    General settings from the Groups blade.
C.    User settings from the Users blade.
D.    Providers from the MFA Server blade.

Answer: A
Explanation:
When you connect a Windows device with Azure AD using an Azure AD join, Azure AD adds the following security principles to the local administrators group on the device:
  The Azure AD global administrator role
  The Azure AD device administrator role
  The user performing the Azure AD join
In the Azure portal, you can manage the device administrator role on the Devices page. To open the Devices page:
1.    Sign in to your Azure portal as a global administrator or device administrator.
2.    On the left navbar, click Azure Active Directory.
3.    In the Manage section, click Devices.
4.    On the Devices page, click Device settings.
5.    To modify the device administrator role, configure Additional local administrators on Azure AD joined devices.
References:
https://docs.microsoft.com/en-us/azure/active-directory/devices/assign-local-admin

QUESTION 183
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your company registers a domain name of contoso.com.
You create an Azure DNS zone named contoso.com, and then you add an A record to the zone for a host named www that has an IP address of 131.107.1.10. You discover that Internet hosts are unable to resolve www.contoso.com to the 131.107.1.10 IP address.
You need to resolve the name resolution issue.
Solution: You create a PTR record for www in the contoso.com zone.
Does this meet the goal?

A.    Yes
B.    No

Answer: B
Explanation:
Modify the Name Server (NS) record.
References: https://docs.microsoft.com/en-us/azure/dns/dns-delegate-domain-azure-dns

QUESTION 184
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGs) in the subscription. You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: You assign a built-in policy definition to the subscription.
Does this meet the goal?

A.    Yes
B.    No

Answer: B

QUESTION 185
You have an Azure DNS zone named adatum.com. 
You need to delegate a subdomain named research.adatum.com to a different DNS server in Azure. 
What should you do?

A.    Create an PTR record named research in the adatum.com zone.
B.    Create an NS record named research in the adatum.com zone.
C.    Modify the SOA record of adatum.com.
D.    Create an A record named “.research in the adatum.com zone.

Answer: B
Explanation:
You need to create a name server (NS) record for the zone.
References:
https://docs.microsoft.com/en-us/azure/dns/delegate-subdomain

QUESTION 186
Note: This question is part of a series questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution. 
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You manage a virtual network named Vnet1 that is hosted in the West US Azure region. VNet hosts two virtual machines named VM1 and VM2 run Windows Server. 
You need to inspect all the network traffic from VM1 to VM2 for a period of three hours. 
Solution: From Azure Network Watcher, you create a connection monitor.
Does this meet the goal?

A.    YES
B.    NO

Answer: B
Explanation:
Connection Monitor only gives a ‘red/green’ status for a given connection, whereas the question states you need to see all traffic.
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-packet-capture-overview

QUESTION 187
You have a virtual network named VNet1 as shown in the exhibit.

No devices are connected to VNet1.
You plan to peer VNet1 to another virtual network named Vnet2 in the same region. VNet2 has an address space of 10.2.0.0/16.
You need to create the peering.
What should you do first?

A.    Modify the address space of VNet1.
B.    Configure a service endpoint on VNet2
C.    Add a gateway subnet to VNet1.
D.    Create a subnet on VNet1 and VNet2.

Answer: A
Explanation:
The virtual networks you peer must have non-overlapping IP address spaces.
References:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering#requirements-and-constraints

QUESTION 188
You have an Azure subscription that contains three virtual networks named VNet1, VNet2, VNet3.
VNet2 contains a virtual appliance named VM2 that operates as a router. You are configuring the virtual networks in a hub and spoke topology that uses VNet2 as the hub network.
You plan to configure peering between VNet1 and VNet2 and between VNet2 and VNet3. 
You need to provide connectivity between VNet1 and VNet3 through VNet2. 
Which two configurations should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A.    On the peering connections, allow forwarded traffic.
B.    On the peering connections, allow gateway transit.
C.    Create route tables and assign the table to subnets.
D.    Create a route filter.
E.    On the peering connections, use remote gateways.

Answer: AC
Explanation:
You need to provide connectivity between VNet1 and VNet3 through VNet2.” It’s not about remote gateways or connectivity outside the Vnets. So A (to forward traffic from a spoke vnet to another spoke) and C (without UDR and NVA as next hop IP traffic won’t flow between the spokes). 

QUESTION 189
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure web app named App1. App1 runs in an Azure App Service plan named Plan1. Plan1 is associated to the Free pricing tier.
You discover that App1 stops each day after running continuously for 60 minutes.
You need to ensure that App1 can run continuously for the entire day.
Solution: You add a continuous WebJob to App1.
Does this meet the goal?

A.    Yes
B.    No

Answer: B

QUESTION 190
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Active Directory (Azure AD) tenant named Adatum and an Azure Subscription named Subscription1. Adatum contains a group named Developers. Subscription1 contains a resource group named Dev.
You need to provide the Developers group with the ability to create Azure logic apps in the Dev resource group.
Solution: On Dev, you assign the Contributor role to the Developers group.
Does this meet the goal?

A.    Yes
B.    No

Answer: A
Explanation:
The Contributor role can manage all resources (and add resources) in a Resource Group.

QUESTION 191
You have an Azure Logic App named App1. App1 provides a response when an HTTP POST request or an HTTP GET request is received.
During peak periods, App1 is expected to receive up to 200,000 requests in a five-minute period.
You need to ensure that App1 can handle the expected load.
What should you configure?

A.    Access control (IAM)
B.    API connections
C.    Workflow settings
D.    Access keys

Answer: C
Explanation:
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-limits-and-config#throughput-limits

QUESTION 192
You have a Basic App Service plan named ASP1 that hosts an Azure App Service named App1.
You need to configure a custom domain and enable backups for App1.
What should you do first?

A.    Configure a WebJob for App1.
B.    Scale up ASP1.
C.    Scale out ASP1.
D.    Configure the application settings for App1.

Answer: D

QUESTION 193
You have an Azure App Service plan named AdatumASP1 that hosts several Azure web apps.
You discover that the web apps respond slowly.
You need to provide additional memory and CPU resources to each instance of the web app.
What should you do?

A.    Scale out AdatumASP1.
B.    Add continuous WebJobs that use the multi-instance scale.
C.    Scale up AdatumASP1.
D.    Add a virtual machine scale set.

Answer: C
Explanation:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/app-service/web-sites-scale.md

QUESTION 194
You have an Azure web app named App1 that streams video content to users. App1 is located in the East US Azure region.
Users in North America stream the video content without any interruption.
Users in Asia and Europe report that the video buffer often and do not play back smoothly.
You need to recommend a solution to improve video streaming to the European and Asian users.
What should you recommend?

A.    Scale out the App Service plan.
B.    Scale up the App Service plan.
C.    Configure an Azure Content Delivery Network (CDN) endpoint.
D.    Configure Azure File Sync.

Answer: C

QUESTION 195
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution. After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You manage a virtual network named VNet1 that is hosted in the West US Azure region.
VNet1 hosts two virtual machines named VM1 and VM2 that run Windows Server.
You need to inspect all the network traffic from VM1 to VM2 for a period of three hours.
Solution: From Azure Network Watcher, you create a connection monitor.
Does this meet the goal?

A.    Yes
B.    No

Answer: B
Explanation:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-packet-capture-manage-portal

QUESTION 196
You have an Azure subscription.
Users access the resources in the subscription from either home or from customer sites. From home, users must establish a point-to-site VPN to access the Azure resources. The users on the customer sites access the Azure resources by using site-to-site VPNs.
You have a line-of-business app named App1 that runs on several Azure virtual machine. 
The virtual machines run Windows Server 2016.
You need to ensure that the connections to App1 are spread across all the virtual machines.
What are two possible Azure services that you can use? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A.    a public load balancer
B.    Traffic Manager
C.    an Azure Content Delivery Network (CDN)
D.    an internal load balancer
E.    an Azure Application Gateway

Answer: DE

QUESTION 197
You have an Azure subscription named Subscription1 that contains an Azure virtual network named VNet1. VNet1 connects to your on-premises network by using Azure ExpressRoute.
You need to connect VNet1 to the on-premises network by using a site-to-site VPN. The solution must minimize cost.
Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A.    Create a local site VPN gateway.
B.    Create a VPN gateway that uses the VpnGw1 SKU.
C.    Create a VPN gateway that uses the Basic SKU.
D.    Create a gateway subnet.
E.    Create a connection.

Answer: ABE
Explanation:
For a site to site VPN, you need a local gateway, a gateway subnet, a VPN gateway, and a connection to connect the local gateway and the VPN gateway. That would be four answers in this question. However, the question states that VNet1 connects to your on-premises network by using Azure ExpressRoute. For an ExpressRoute connection, VNET1 must already be configured with a gateway subnet so we don’t need another one.

QUESTION 198
You have an Azure subscription named Subscription1 that contains two Azure virtual networks named VNet1 and VNet2. VNet1 contains a VPN gateway named VPNGW1 that uses static routing. There is a site-to-site VPN connection between your on-premises network and VNet1.
On a computer named Client1 that runs Windows10, you configure a point-to-site VPN connection to VNet1.
You configure virtual network peering between VNet1 and VNet2. You verify that you can connect to VNet2 from the on-premises network. Client1 is unable to connect to VNet2.
You need to ensure that you can connect Client1 to VNet2.
What should you do?

A.    Select Allow gateway transit on VNet2.
B.    Enable BGP on VPNGW1.
C.    Select Allow gateway transit on VNet1.
D.    Download and re-install the VPN client configuration package on Client1.

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

QUESTION 199
You are troubleshooting a performance issue for an Azure Application Gateway.
You need to compare the total requests to the failed requests during the past six hours.
What should you use?

A.    Connection monitor in Azure Network Watcher.
B.    Metrics in Application Gateway
C.    Diagnostics logs in Application Gateway
D.    NSG flow logs in Azure Network Watcher

Answer: B
Explanation:
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-diagnostics#metrics

QUESTION 200
You have two Azure virtual networks named VNet1 and VNet2. VNet1 contains an Azure virtual machine named VM1. VNet2 contains an Azure virtual machine named VM2.
VM1 hosts a frontend application that connects to VM2 to retrieve data.
Users report that the frontend application is slower than usual.
You need to view the average round-trip time (RTT) of the packets from VM1 to VM2.
Which Azure Network Watcher feature should you use?

A.    IP flow verify
B.    Connection monitor
C.    Connection troubleshoot
D.    NSG flow logs

Answer: B
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