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QUESTION 191
A Cisco WCS administrator has marked an alarm as acknowledged. For how many days does Cisco WCS prevent the alarm from reappearing, even if the source of the alarm reoccurs?



A.    1
B.    7
C.    10
D.    30



Answer: B
Explanation:
WCS automatically deletes cleared alerts that are more than seven days old; therefore, your results can show activity only for the last seven days. Until an existing alarm is deleted, a new alarm cannot be generated for any managed entity for which WCS has already generated an alarm.
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/7-0/configuration/guide/WCS70cg/7_0event.pdf



QUESTION 192
The administrator needs to create a report that shows all controllers, APs, and Cisco 3300 Series MSEs in the WLAN, including hardware and software information. Which report includes this information?



A.    Device > Inventory
B.    Mesh > Nodes
C.    Network Summary > Executive Summary
D.    Network Summary > 802.11 Summary



Answer: A
Explanation:
In the left sidebar menu, all of the inventory report options are listed. These reports are generated based on the data already stored in the WCS database. Because inventory reports are not on-demand reports, some configuration changes may have occurred since the storage and may not duplicate the attributes of the controller that are reflected in the stored data. The choices are as follows:
Access Point Inventory Report –Provides data on deployed access points. The data that is returned includes but is not limited to the following: the access points’ MAC address, model, location, and radio status.
location appliances.
Controller Inventory Report –Provides data on deployed controllers. The data that is returned includes but is not limited to the following: the model, IP address, and serial number of the controller, what software version it is running, and where it is located.
Location Server Inventory Report –Provides data on deployed location appliances. The data that is returned includes but is not limited to the following: the IP address and version of the location appliance, which port is being used, and the time the appliance starts up.
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/4-1/configuration/guide/wcscfg41/wcsreps.html#wp1080212



QUESTION 193
Which Cisco WLC command family can help to troubleshoot communication between an AP and the WLC?



A.    (Cisco Controller) >debug capwap
B.    (Cisco Controller) >debug ap
C.    (Cisco Controller) >debug cac
D.    (Cisco Controller) >debug dot11



Answer: A
Explanation:
Example debugs available for this shown below:
WLC side debug commands:
(Cisco Controller) >debug capwap?
https://mrncciew.files.wordpress.com/2013/03/brkewn-3011-troubleshooting-wireless-lans.pdf



QUESTION 194
Refer to the exhibit. Which syslog facility option is shown?



A.    an information field, which is added to every message that comes from the WLC
B.    a security feature, which is set on the syslog server
C.    the type of syslog server
D.    the Cisco WLC identifier for this syslog server



Answer: A
Explanation:
A facility level is used to specify what type of program is logging a message. This lets the configuration file specify that messages from different facilities will be handled differently. Local7 maps to Facility level 23, which is local so the WLC will add this information to syslog messages when sending to the syslog server.



QUESTION 195
Which action secures the SNMPv2C protocol in a Cisco WLC?



A.    configure new communities and disable default communities
B.    use digital certificates to authenticate and encrypt transmissions
C.    enable password or transfer encryption
D.    set a username and difficult-to-guess password



Answer: A
Explanation:
See the SNMP configuration for Cisco WLC page shown in reference link below:
http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_0111.html



QUESTION 196
What is the purpose of the Log Analysis tab on the Client Troubleshooting page in Cisco WCS?



A.    After you click start, the tab shows debug information for the client that is trying to re-associate.
B.    The tab searches the logs for similar problems of other clients and generates a report.
C.    The tab generates a report from historical logs for the client that is having problems.
D.    The tab shows logs from the past hour for the client that is having problems.



Answer: A
Explanation:
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/6-0/configuration/guide/WCS60cg/6_0clientmgmt.html



QUESTION 197
Refer to the exhibit. Which tool is shown?



A.    Cisco WCS client troubleshooting tool
B.    Cisco WLC client troubleshooting tool
C.    WLAN Client Debug Analyzer
D.    Cisco WLAN Connection Advisor



Answer: A
Explanation:
Please go through the link to understand more about the Cisco WCS Client Troubleshooting tool:
http://www.cisco.com/web/techdoc/wcs/cleanair/client-troubleshooting/CleanAir-ClientTroubleshooting.html



QUESTION 198
How can you protect the configuration file from eavesdropping, when uploading from a Cisco WLC?



A.    Use the Configuration File Encryption option.
B.    Choose an SCP as the transfer method.
C.    Connect to the Cisco WLC by using HTTPS.
D.    Connect to the Cisco WLC by using SSH.



Answer: A
Explanation:
Uploading the Configuration Files (GUI)
Step 1
Choose Commands > Upload File to open the Upload File from Controller page.
Step 2
From the File Type drop-down list, choose Configuration.
Step 3
Encrypt the configuration file by selecting the Configuration File Encryption check box and entering the encryption key in the Encryption Key text box.
Step 4
From the Transfer Mode drop-down list, choose from the following options:
Step 5
In the IP Address text box, enter the IP address of the server.
Step 6
In the File Path text box, enter the directory path of the configuration file.
Step 7
In the File Name text box, enter the name of the configuration file.
Step 8
If you are using an FTP server, follow these steps:
Step 9
Click Upload to upload the configuration file to the server. A message appears indicating the status of the upload. If the upload fails, repeat this procedure and try again.
http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-3/configuration/guide/b_cg73/b_wlc-cg_chapter_01010.html



QUESTION 199
Which CAPWAP AP management-access method is available as the default setting?



A.    only the console port
B.    the console port and SSH
C.    the console port, SSH, and HTTPS
D.    SSH only



Answer: A
Explanation:
After an access point joins the controller, the access point enables console port security only, and you are prompted for your username and password whenever you log into the access point’s console port. When you log in, you are in non-privileged mode, and you must enter the enable password in order to use the privileged mode.
http://www.cisco.com/c/en/us/td/docs/wireless/controller/5-2/configuration/guide/Controller52CG/c52lwap.pdf



QUESTION 200
What tab contains access point configuration in the WCS?



A.    Controller > Access Points
B.    Configure > Access Points
C.    General > Configure > Access Points
D.    System > Configure > Access Points



Answer: B



QUESTION 201
What path displays the current maps within the WCS version 7 GUI?



A.    Monitor > Maps
B.    Reports > Maps
C.    Services > Maps
D.    Administration > Maps
E.    Configure > Maps
F.    Tools > Maps



Answer: A
Explanation:
The physical location of the client (such as building, floor, and so on). Clicking the map location displays information in the Monitor > Maps page.
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/7-0/configuration/guide/WCS70cg/7_0clientmgmt.html
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