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QUESTION 97
Which security operations management best practice should be followed to enable appropriate network access for administrators?



A.    Provide full network access from dedicated network administration systems
B.    Configure the same management account on every network device
C.    Dedicate a separate physical or logical plane for management traffic
D.    Configure switches as terminal servers for secure device access



Answer: C



QUESTION 98
Which two features block traffic that is sourced from non-topological IPv6 addresses? (Choose two.)



A.    DHCPv6 Guard
B.    IPv6 Prefix Guard
C.    IPv6 RA Guard
D.    IPv6 Source Guard



Answer: BD



QUESTION 99
Which three options correctly identify the Cisco ASA1000V Cloud Firewall? (Choose three.)



A.    operates at Layer 2
B.    operates at Layer 3
C.    secures tenant edge traffic
D.    secures intraswitch traffic
E.    secures data center edge traffic
F.    replaces Cisco VSG
G.    complements Cisco VSG
H.    requires Cisco VSG



Answer: BCG



QUESTION 100
Which two options are private-VLAN secondary VLAN types? (Choose two)



A.    Isolated
B.    Secured
C.    Community
D.    Common
E.    Segregated



Answer: AC
Explanation:
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli/ CLIConfigurationGuide/PrivateVLANs.html



QUESTION 101
Which two statements about zone-based firewalls are true? (Choose two.)



A.    More than one interface can be assigned to the same zone.
B.    Only one interface can be in a given zone.
C.    An interface can only be in one zone.
D.    An interface can be a member of multiple zones.
E.    Every device interface must be a member of a zone.



Answer: AC



QUESTION 102
An attacker has gained physical access to a password protected router. Which command will prevent access to the startup-config in NVRAM?



A.    no service password-recovery
B.    no service startup-config
C.    service password-encryption
D.    no confreg 0x2142



Answer: A



QUESTION 103
Which command tests authentication with SSH and shows a generated key?



A.    show key mypubkey rsa
B.    show crypto key mypubkey rsa
C.    show crypto key
D.    show key mypubkey



Answer: B



QUESTION 104
Which configuration keyword will configure SNMPv3 with authentication but no encryption?



A.    Auth
B.    Priv
C.    No auth
D.    Auth priv



Answer: A



QUESTION 105
In IOS routers, what configuration can ensure both prevention of ntp spoofing and accurate time ensured?



A.    ACL permitting udp 123 from ntp server
B.    ntp authentication
C.    multiple ntp servers
D.    local system clock



Answer: B



QUESTION 106
Which product can manage licenses, updates, and a single signature policy for 15 separate IPS appliances?



A.    Cisco Security Manager
B.    Cisco IPS Manager Express
C.    Cisco IPS Device Manager
D.    Cisco Adaptive Security Device Manager



Answer: A



QUESTION 107
Which three statements about private VLANs are true? (Choose three.)



A.    Isolated ports can talk to promiscuous and community ports.
B.    Promiscuous ports can talk to isolated and community ports.
C.    Private VLANs run over VLAN Trunking Protocol in client mode.
D.    Private VLANS run over VLAN Trunking Protocol in transparent mode.
E.    Community ports can talk to each other as well as the promiscuous port.
F.    Primary, secondary, and tertiary VLANs are required for private VLAN implementation.



Answer: BDE
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