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QUESTION 440
In the Predefined URL Category Filtering configuration page on a Cisco WSA, Which two actions are valid? (Choose two.)



A.    notification
B.    time-based
C.    quarantine
D.    restrict
E.    block



Answer: AD



QUESTION 441
Which statement about decrypting traffic on the Cisco Firepower Appliance is true?



A.    The Decrypt-Resign option cannot be used with a local PKI.
B.    Using the Decrypt-Known Key option requires that you upload the public/private key pair from servers to the appliance.
C.    The Decrypt-Known Key option requires only that the public key be uploaded to the appliance
D.    The Decrypt-Resign option can be used with a well-known/public PKI.



Answer: C



QUESTION 442
Refer to the exhibit. What is the result of the configuration?
  



A.    All traffic redirected.
B.    No traffic redirected.
C.    Only TCP traffic is redirected.
D.    Only traffic from the inside network is redirected.



Answer: D



QUESTION 443
When you view a FireAMP Analysis Overview to mitigate a malware issue, where do you look for information about sites from Which the malware attempted to download additional files?



A.    Startup section
B.    Dropped Files section
C.    Threat Root Cause section
D.    Involved IP Addresses section



Answer: D



QUESTION 444
you are troubleshooting the proxy connections going through a Cisco WSA. Which CLI tool do you use to monitor a log file in real time?



A.    grep
B.    nslookup
C.    dig
D.    tail



Answer: D



QUESTION 445
Drag and Drop Question
Drag and drop the Cisco Cyber Threat Defense solutions.



A.    ESA—————–>dynamic threat control for email
WSA—————->dynamic threat control for web traffic
AMP—————->endpoint control
StealthWatch—->network forensic
Firepower——–>real-time threat management
ISE——————>user and device identity management



Answer: A



QUESTION 446
Which action controls the amount of URI text that is stored in Cisco WSA logs files?



A.    Configure the datasecurityconfig command
B.    Configure the advancedproxyconfig command with the HTTPS subcommand
C.    Configure a small log-entry size.
D.    Configure a maximum packet size.



Answer: B



QUESTION 447
Which two descriptions of a Cisco FirePOWER NGIPS deployment that uses an inline Pair Interface in tap mode are true? (Choose two.)



A.    Transit traffic can be features are available.
B.    All the Cisco ASA engine features are available
C.    Two physical interfaces are bridged inter really
D.    The deployment is available in transparent mode only
E.    More than two interfaces can be bridged



Answer: AC



QUESTION 448
Which SSL decryption policy can be used to protect HTTPS servers from external traffic?



A.    Decrypt Re-sign
B.    Block
C.    Decrypt Known Key
D.    Enable SSL Decryption



Answer: C
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